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Introduction
In May 2025, United Nations (UN) Special Procedures 
mandate holders expressed their alarm over large-scale 
human trafficking into compounds in South-East Asia 
highlighting that “[t]he situation has reached the level of a 
humanitarian and human rights crisis”1. The alert had first 
been issued by civil society, media and UN entities including 
UN Human Rights some years previously of an emerging 
concern in the region linked to trafficking in persons, slavery 
and other serious human rights abuses and violations in 
the context of criminal ventures to perpetrate cyber-enabled 
fraud (scam operations). Yet, despite growing attention from 
Governments in the region and the international community 
as well as some high-profile enforcement operations, these 
operations are still in place and, according to most reports, 
increasingly entrenched and intertwined within the political 
economies of the region and even beyond.2

In the present report, issued some two years after the 
publication of its briefing paper entitled Online scam 
operations and trafficking into forced criminality in South-
East Asia: recommendations for a human rights response3, 
UN Human Rights seeks to emphasize the continuing and 
critical need for a human rights solution to this complex 
crisis. Such a response should be centred in the increased 
and improved human rights protection of survivors and 
include a robust focus on prevention. 

This report updates and further contextualizes the information 
earlier presented by UN Human Rights. Through human 
rights monitoring and documentation, the report centres the 
lived experience of individuals who have suffered serious 
harms in the context of the scam operations in South-East 
Asia and proposes practical human rights-based responses. 
It also focuses on one central prevention aspect, which 
is the recruitment pathway that leads victims into scam 
compounds, examining through a behavioural science lens 
the barriers and enablers that render people vulnerable to 
fraudulent recruitment in this context.
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Methodology
The information contained in this report was gathered 
primarily from trauma-informed monitoring conducted 
remotely with 19 victims (12 men, four women and 
three LGBTIQ+ individuals) between July and September 
2025. Victims originated from Bangladesh, China, India, 
Myanmar, Sri Lanka, South Africa, Syria, Thailand, Viet 
Nam and Zimbabwe. They had been trafficked into scam 
operations in Cambodia, Lao People’s Democratic Republic 
(Lao PDR), Myanmar, the Philippines and the United Arab 
Emirates (UAE) between 2021 and 2025, with the majority 
– 17 of the 19 survivors – entering the centres from 2023 
onward. Some have been trafficked into more than one 
country. Some of the 19 victims also provided UN Human 
Rights with detailed information on the plight of their friends 
and relatives who had escaped from or were still in a scam 
centre in the region at the time of interview. 
 
Further, information confidentially received from additional 
survivors was reviewed for the report including written 
statements directly received from three survivors and 
additional 12 individual survivor statements documented by 
a credible partner civil society organization (CSO). Through 
in-depth review of UN publications and independent CSO 
sources as well as credible media reports, information 
drawn from the individual testimonies of 30 additional 
survivors is also reflected here.  

Additionally, 14 key informant interviews (KIIs) were 
conducted with police and border governance authorities, 
UN entities, academics, CSOs (including those directly 
involved in rescues) and other relevant interlocutors. 
The report also draws on contextual information through 
systematic monitoring from January 2024 to November 
2025 of 111 media reports as well as 26 reports issued 
by intergovernmental organizations and CSOs and official 
data where available. Reflections from an expert consultation 
held on 22 April 2025 with the participation of the Special 
Rapporteur on trafficking in persons, CSOs, and UN 
entities are included in pertinent sections. UN Human Rights 
has also engaged regularly on the protection of victims of 
trafficking with national and regional authorities, including 
the ASEAN Intergovernmental Commission on Human 
Rights (AICHR) and the ASEAN Senior Officials Meeting on 
Transnational Crime (SOMTC).The report was transmitted 
to relevant States for factual comments prior to publication,
and submissions received have been made available online 
as relevant.
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UN Human Rights embeds the “do no harm” principle into 
its research, prioritizing a human rights-based and trauma-
informed methodology throughout. In the report, the identity 
of victims has been anonymized to protect individuals and 
their families. Recognizing the importance of empowerment 
and agency and in the context of centering lived experience, 
the report will refer both to “victims” as well as “survivors”, 
preferring the use of the former in contexts relevant to legal 
protections for victims of trafficking.4

Through partnership with BehaviourWorks Australia at 
Monash University, UN Human Rights has sought to bring 

a behavioural science lens to this inquiry. Conducted in 
parallel with trauma-informed qualitative interviews, a 
quantitative survey with a focus on behavioural elements 
within the recruitment and post-release experience of 19 
survivors was carried out to generate the findings and 
behavioural insights presented in this report. 

An accessible StoryMap - providing a summary of quantitative 
and qualitative research findings with additional survivor 
testimony and a Systems Map - accompanies this report.

Figure 1: UN Human Rights monitoring victim profiles
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Background

The human rights situation of significant numbers of people 
forced to work in scam operations across South-East Asia 
continues to be a matter of serious – and indeed increasing 
- concern. UN Special Procedures have highlighted that 
the cybercrime operations in South-East Asia “have taken 
on industrial proportions”5. Recent credible estimates of the 
scam workforce point to the involvement of at least 300,000 
people originating from 66 countries.6 Attesting to the scale 
of the operations, individual testimony, including as related 
directly by victims to UN Human Rights, reveals that single 
compounds could contain many thousands - and up to tens 
of thousands - of workers. Further, documented rescues and 
repatriations have involved significant numbers of people 
at one time, such as the release in just over two weeks 
of some 7,000 victims from scam operations along the 
Thailand-Myanmar border in February 2025.7 Acquiring 
detailed data on the scamming workforce continues to 
remain a challenge, not least because of enduring gaps in 
the screening of released individuals.8 

Reports indicate that the workforce in the compounds 
ranges from adolescents to people in their 60s, however 
the majority are young adults – predominantly men but also 
including women and LGBTIQ+ individuals – in their 20s 
and 30s. While scam compounds typically also contain 
operations managers and other “personnel” drawn from 
transnational criminal networks, the majority of the workforce 
in these centres will have been deceived about the nature 
of the work and/or the conditions in which they would be 
forced to live and work.9 Experts have observed that “[c]
yber scam operations exemplify a convergence of various 
forms of transnational organized crime on a large scale.”10

Scam operations originated in the Mekong region and 
this sub-region continues to be the epicenter, with satellite 
imagery and on ground reports showing that 74% of all 
scam compounds are still present there.11 In the Asia Pacific 
region, scam operations have spread to some Pacific Island 
Countries12 and South Asia13. Outside the region, reports 
indicate the presence of scam centres in inter alia the Gulf 
States, West Africa and the Americas.14

The scam operations in South-East Asia are entrenched and 
well resourced, being present in remote border regions 
and Special Economic Zones (SEZs) as well as in cities 
and urban areas. In many cases, victims have described 
to UN Human Rights “immense” compounds (some over 
500 acres in size) that are essentially self-contained 
towns including heavily fortified multi-story buildings within 
barbed wire-topped high walls guarded by uniformed 
and armed security personnel.15 The compounds typically 
contain supermarkets, salons and restaurants as well as 
brothels, nightclubs, and casinos. While some compounds 
have been established in re-purposed locations (such as 

in or next to licensed casinos), victims also reported that 
buildings in which they were detained appeared to be 
newly built.16 More agile operations have been reported in 
other locations, with experts noting that the scam operations 
are fluid and exist in different shapes – single apartments, 
gated houses and hotels for example - depending on the 
space and opportunity available.17 

Victims are coerced into perpetrating online fraud using a 
range of platforms including fake gambling websites and 
cryptocurrency investment platforms, impersonation scams, 
online extortion, financial fraud as well as romantic and 
financial scams. Victims describe the scam operations 
as sophisticated, with a range of work units operating 
to defraud victims around the world.18 While accurately 
estimating the size of the industry is complicated, some 
sources claim it results in annual global profits of some 
US$64 billion, fueled in large part by the rapid expansion 
of digital and crypto-based finance.19 Typically, profits are 
passed through mule bank accounts, exchanged to virtual 
currency and moved through crypto wallets, laundered by 
over-the-counter brokers, and then reintroduced into formal 
banking channels.20 One authoritative estimate suggests 
that the scam industry in the Mekong region alone is worth 
over $43.8 billion a year.21

Enforcement efforts
Within the last two years, States have undertaken a range 
of interventions, primarily through a law enforcement lens, 
to try to curb the growth of cyber scam operations in the 
region. The next section introduces in brief some of the law 
enforcement actions and other interventions that have taken 
place since 2023. In addition to those detailed below, 
other affected countries have sought to address the issue 
through raids and crackdowns, such as an intervention 
carried out in February 2025 in Pasay City in the Philippines 
which led to the release of over 400 people.22 In February 
2025, the Prime Minister of Cambodia established a high-
level multi-agency Ad Hoc Commission to Combat Online 
Scams. Authorities in Thailand have sought to intensify 
law-enforcement actions since early 2025, including 
making arrests of perpetrators and disrupting electricity, 
internet access and fuel supplies to border compounds.23 
China, Thailand and Myanmar have set up a ministerial-
level mechanism on telecommunications and cyberspace 
fraud which coordinates law enforcement operations in 
Myawaddy and other regions.24

While enforcement efforts have resulted in the rescue 
and release of many individuals, observers have decried 
the ad hoc and sometimes “performative” nature of law 
enforcement operations, whereby the scam centres 
promptly resume or relocate operations following raids 
rather than cease them completely, with the released 
workforce quickly replaced by new recruits.25 Concerns 
also continue to be raised in regard to the lack of sufficient 
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and adequate prosecutions of perpetrators of trafficking 
and other human rights abuses in line with international law 
and standards.26 In one noteworthy recent development, the 
Wenzhou intermediate people’s court in China sentenced 
28 individuals in September 2025 for their role in scam 
operations in Kokang, Myanmar.27

Regional interventions
Over the past two years, ASEAN member states have 
actively engaged in regional dialogue on transnational 
organized crime and adopted key declarations to enhance 
collective regional action.  

•	 During the 17th ASEAN Ministerial Meeting on 
Transnational Crime in August 2023, ASEAN 
Member States reaffirmed their commitment to 
strengthen collaboration with ASEAN Dialogue 
Partners and other relevant external parties to 
address transnational crime and welcomed the 
adoption of six Work Plans of the ASEAN SOMTC 
on Cooperation to Combat Transnational Crime.28 
At the same meeting, ASEAN ministers adopted 
the ASEAN Multi-Sectoral Work Plan Against TIP 
(2023-2028) and the Labuan Bajo Declaration 
on Advancing Law Enforcement Cooperation in 
Combating Transnational Crime. 

•	 In February 2024, the ASEAN Working Group on 
Anti-Online Scam was established as a platform for 
ASEAN Member States to cooperate and collaborate 
on capacity building, training and sharing of 
information related to combating online scams, 
and scams across digital and telecommunication 
channels.29 The Working Group has issued a Report 
of the Online Scams Activities in ASEAN as well as 
ASEAN Recommendations on Anti-Online Scams.30

•	 At the 18th ASEAN Ministerial Meeting on 
Transnational Crime in August 2024, ASEAN 
ministers adopted the Vientiane Declaration on 
Enhancing Law Enforcement Cooperation Against 
Online Job Scams and reaffirmed their shared 
commitment to tackle online job scams and 
associated crimes.31

•	 At the 5th ASEAN Digital Ministers Meeting 
(ADGMIN) in January 2025, ASEAN ministers 
endorsed the Bangkok Digital Declaration to 
strengthen collaboration among Member States and 
ASEAN Dialogue Partners. 

•	 At the 19th ASEAN Ministerial Meeting on 
Transnational Crime in September 2025 ministers 
adopted the ASEAN Declaration on Combatting 
Cybercrime and Online Scams to enhance joint 
actions to combat the rapidly growing threats of 
cybercrime and online scams in the ASEAN region.32

•	 The AICHR issued a statement in September 2025 
on the telecommunication network fraud and online 
scamming, expressing its particular concern that 

these crimes have resulted in human rights violations 
across the region.33

Global interventions
Global attention has increasingly focused on the scamming 
industry and cybercrime in the region. In 2023,  INTERPOL 
began to issue a series of warnings on the matter; in 2024 
it coordinated a global enforcement operation and in June 
2025 called attention to the expanded global footprint 
of human trafficking-fueled scam centres while noting that 
South-East Asia remained a hub of such operations.34  
Additionally, an increasing series of targeted sanctions 
have been imposed over the past two years against entities 
and individuals involved in scam operations including: 

•	 In December 2023, the United States (US), United 
Kingdom (UK), and Canada imposed coordinated 
sanctions on nine individuals and five entities linked 
to the online scamming industry, including leaders 
of the Karen Border Guard Force (BGF) as well as 
individuals linked to activities in the Golden Triangle 
SEZ in Lao PDR.35

•	 In September 2024, the US sanctioned Cambodian 
businessman Ly Yong Phat and multiple entities over 
the scam compounds.36

•	 In October 2024, the European Union sanctioned 
three individuals and one entity associated with the 
BGF.37

•	 In May 2025, the US sanctioned the Karen National 
Army (KNA) as a transnational criminal organization 
along with the group’s leader Saw Chit Thu.38

•	 In September 2025, the US imposed sanctions on 
nine individuals operating in Shwe Kokko, Myanmar 
under the protection of the already sanctioned 
KNA as well as four individuals and six entities in 
Cambodia.39

•	 In October 2025, the US in coordination with 
the UK sanctioned 146 individuals linked to the 
Prince Holding Group in Cambodia, including an 
indictment and forfeiture action against businessman 
Chen Zhi and the seizure of 127,000 bitcoins worth 
$14 billion, in addition to issuing further sanctions on 
the financial services conglomerate Huione Group.40 

Cambodian authorities subsequently launched legal 
action against the Prince Holding Group and Chen 
Zhi, resulting in the latter’s arrest and deportation 
and the revocation of the Huione Group operating 
license.41

•	 In November 2025, the Republic of Korea issued 
the largest single sanction measure in its history, 
targeting 15 people and 132 entities linked to 
transnational scam operations. 

•	 Thailand hosted the International Conference on 
Global Partnership Against Online Scams on 17-18 
December 2025.
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Legal framework

There is a well-established body of international law and 
standards which confirm that trafficking in persons and 
slavery are serious human rights violations. The prohibition 
of slavery is a jus cogens norm and international law 
obligations on the prohibition of slavery and trafficking in 
persons require States to put in place effective measures 
to protect victims.42 UN Human Rights regards individuals 
who have been deceived, coerced, or threatened into 
forced criminality in the scam operations in the region 
as meeting the international legal definition of trafficked 
persons.43 Under this definition, consent is legally irrelevant 
and the means used may include deception and abuse of 
power in addition to the use of force and deprivation of 
liberty. Conditions faced by victims in many cases also 
amounted to slavery or servitude, most starkly when people 
were bought and sold (including through marketplaces 
established on online platforms) between compounds or 
even within different operations in the same facility.44

Under international criminal law, States Parties are obliged 
to assist and protect victims of trafficking in persons, 
including provision of appropriate physical, psychological 
and social recovery as well as ensuring the principles of 
non-discrimination and non-refoulement.45 International 
human rights law provides additional guidance in 
relation to upholding the right to life (inter alia Article 
6, International Covenant on Civil and Political Rights 
(ICCPR)),  protecting victims from torture and cruel, inhuman 
and degrading treatment (inter alia Article 2, Convention 
against Torture and Other Cruel, Inhuman or Degrading 
Treatment or Punishment (CAT)), guaranteeing fundamental 
rights such as to healthcare and an adequate standard of 
living (inter alia Articles 11 and 21, International Covenant 
on Economic, Social and Cultural Rights (ICESCR) and 
ensuring accountability and remedy including specific 
protections for women (Convention on the Elimination of 
All Forms of Discrimination against Women (CEDAW)) and 
children (Convention on the Rights of the Child (CRC). 

The International Labour Organization (ILO) Forced Labour 
Convention prohibits all work or service which is exacted 
from any person under the menace of any penalty and for 
which the said person has not offered himself voluntarily. 
Also relevant is ILO Convention 181 which regulates the 
conduct of private employment agencies and guides on the 
protection of workers using their services.46

Affected countries including Cambodia, Lao PDR, Myanmar, 
the Philippines and Thailand have ratified the ICCPR and 
ICESCR in addition to other core international human rights 
treaties. All ASEAN States are party to the Palermo Protocol 
and to the ASEAN Convention Against Trafficking in 
Persons, Especially Women and Children (ACTIP) adopted 
in 2015. All ASEAN States are also party to the UN 
Convention Against Corruption (UNCAC) which requires 
the establishment of criminal and other offences to cover 
a wide range of acts of corruption, and to periodically 
evaluate relevant laws and regulations.

Further, international human rights law provides guidance 
for developing, deploying and regulating digital 
technologies and the online space in order to ensure 
human rights throughout value chains and operations. In 
line inter alia with the UN Guiding Principles on Business 
and Human Rights, the UN Global Digital Compact and 
the UN Global Principles for Information Integrity, digital 
platforms have the responsibility to conduct human rights 
due diligence in order to identify and address human rights 
risks and impacts.47 In accordance with the UN Guiding 
Principles on Business and Human Rights, the corporate 
responsibility to respect human rights exists independently 
of the capacity or willingness of States to discharge their 
own human rights obligations. While digital platforms are 
required to observe applicable domestic laws, they should 
at the same time align their operations with internationally 
recognized human rights norms, particularly in contexts 
of domestic or regional regulatory gaps.48 Effective 
partnerships with CSOs including grassroots actors as well 
as law enforcement and financial institutions are key to 
implementing these obligations.

Finally, the non-punishment principle which was first 
articulated in the Principles and Guidelines on Human 
Rights and Human Trafficking49, and enshrined in article 
14 of ACTIP, is a key normative standard that protects 
trafficked persons from re-victimization, including protection 
from prosecution for irregular migration, labour law 
violations or criminal acts that they would have committed 
as a direct consequence of being trafficked. In June 2025, 
AICHR and SOMTC launched the ASEAN Guideline on 
the Implementation of the Non-Punishment Principle for 
Protection of Victims of Trafficking in Persons which directs 
ASEAN Member States to apply the non-punishment 
principle, including where victims have committed serious 
crimes as a direct result of being trafficked, such as cyber-
scamming, and to ensure their protection from punishment 
through administrative systems, migration and labour 
management systems and criminal justice systems.50
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To bypass electricity and internet shutdowns, criminal syndicates are allegedly reliant on Starlink for digital access 
with dozens of receivers discovered in Myawaddy compounds. Photo credit : AFP



Human rights concerns in the compounds 
and beyond

The treatment endured by individuals within the context of 
scam operations is alarming. From all available evidence 
including the testimony of victims, the scam operations are 
sites of serious human rights abuses. An overarching issue 
identified in the monitoring undertaken by UN Human Rights 
is the shockingly high level of physical and psychological 
violence experienced by individuals in these compounds, 
where brutality is seemingly the norm. Victims also described 
an atmosphere of constant surveillance, threats, and fear 
which permeated the operations. Even in those cases where 
people entering the compounds may have known that they 
would be expected to conduct online fraud or other illicit 
activity, most were not aware that they would be detained 
in the centers and subjected to severe violence.51

Whether they enter the centres willingly or unwillingly, 
victims describe being refused permission to leave, in some 
cases even after they had completed the agreed contract 
period.52 Independent investigations have confirmed that 
the majority of individuals released from the operations have 
been trafficked into compounds where they were forced to 
work on scams or in related jobs and that most people had 
experienced or witnessed torture and other serious human 
rights abuses.53

Drawing primarily from the testimony received by UN 
Human Rights, this section will describe in brief some of the 
serious human rights harm faced by victims within the scam 
compounds and beyond.

Arbitrary detention and deprivation of liberty 
Depriving victims of their liberty in order to enforce 
compliance is a key feature of the scam compounds. Victims 
describe the centres in which they were forced to work as 
“prisons” with locked gates that only compound operators 
could exit.54 Most victims reported that their passports 
were confiscated (often under various pretexts such as visa 
processing), leaving many victims – particularly those from 
countries outside the region who would require visas to 
enter and stay regularly – feeling trapped and unable to 
even contemplate escape.

In addition, many reported that their communication with 
the outside world was restricted, with several noting that 
personal electronic devices including laptops and mobile 
phones were confiscated. Many survivors detailed receiving 
threats and punishment if they attempted to contact friends, 
family, CSOs or international organizations.55 Within the 
compounds there were strict restrictions on communication 
between different departments and accessing different 
floors of the compound.56

Torture and other cruel, inhuman or degrading 
treatment or punishment 
All victims described receiving and/or witnessing severe 
mistreatment amounting to torture within scam compounds. 
Morning assemblies often included low-performing teams 
being publicly subjected to torture as a warning to others.57 
A victim from Sri Lanka related how those who failed to 
meet monthly scamming targets were subject to immersion 
in water containers (known as “water prisons”) for hours.58 
Several victims described the presence of dark rooms (also 
called “meditation rooms” or other euphemisms) where 
people who had breached compound rules were confined 
for days in complete darkness.59 Victims also recounted 
being forced to witness or even conduct torture as a means 
to ensure compliance; one Bangladeshi victim said that 
he was ordered to beat other workers60 and a victim from 
Ghana recounted being forced to watch his friend being 
beaten in front of him61. 

Deaths in the compound were frequently mentioned by 
victims. One Vietnamese survivor revealed that a friend 
of his had been killed in the compound, others described 
not hearing from their friends or loved ones and fearing 
they had been killed.62 The discovery of the body of a 
young South Korean man in August 2025 was followed 
by witness testimony and physical evidence that he had 
been tortured to death in the compound.63 Victims reported 
witnessing people losing their lives in failed escape 
attempts, including as a result of falling from balconies and 
roofs in the compounds.64 In September 2025, a Chinese 
provincial court convicted traffickers for the killing of 10 
people who disobeyed the compound operators or tried to 
escape centres in Kokang, Myanmar.65

Psychological torture was also common, victims recounted 
frequent threats including being threatened with organ 
harvesting and being told that they would never leave 
the compound alive.66 Others described a pervading 
atmosphere of surveillance both at their workstations and 
in their living quarters, making them unsure what they could 
say or whom they could trust.67 In order to deter escapes 
and further isolate victims, compound operators would 
tell victims that they would be subjected to immigration 
or criminal penalties if they left the centre. Failed rescue 
attempts were punished severely; one Vietnamese victim 
described how her sister was beaten, tasered and locked 
in a room with no food for seven days after she had tried to 
engineer her escape.68

Lack of an adequate standard of living: inadequate 
housing, food and medical care
Victims described severe sleep deprivation, forced to work 
over 16 hours (and up to 19 hours) on a daily basis and 
being expected to work for a month or even several months 
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without any days off.69 Some victims were required to work 
through the night in order to access scamming targets in 
other time zones. Strict compound rules – which were 
enforced through physical violence - included not crossing 
legs while working, and being penalized for yawning, 
talking, or singing.70

Living conditions in the compounds were often inadequate 
–  victims described small, cramped, overcrowded and 
unsanitary rooms.71 Dormitories lacked access to adequate 
sanitary facilities, ventilation and at times even electricity as 
power outages were common in some centres.72 In other 
cases, victims were forced to consume large amounts of 
coffee or to work in extremely cold conditions designed to 
keep them awake.73 Food was also withheld as punishment 
for breaking compound rules or not achieving scamming 
targets and when available it was often inadequate or 
culturally inappropriate. One victim noted that his group 
was barely given any food over a period of 15-20 days 
and became extremely weak; “we could not even stand” 
he said.74

The closed and overcrowded environment in the compounds 
enabled the spread of respiratory diseases. Medical care 
was often inadequate or even non-existent; a survivor 
reported that the only treatment available was saline 
solution, with one report noting that trafficked persons 
were significantly overcharged for medical care in the 
compounds, where a single painkiller could cost $50.75 
Victims reported denial of access to contraceptives in the 
centres as well to treatment for sexually transmitted infections 
including as a result of rape.76

Victims reported not being able to access treatment even 
in serious health emergencies. In those cases where 
compound operators allowed victims to access medical 
facilities outside the centre, they first had to find or raise 
funds to cover the cost of the treatment.77

Wage theft, debt bondage and extortion 
UN Human Rights heard from victims that they would only 
be presented with a written contract once they were in the 
compound; one victim from Bangladesh was forced to sign 
an 18-month contract requiring him to make $200,000 in 
profit for the company and to ‘agree’ to heavy punishments 
for infractions.78 Victims were typically unable to recoup 
much if any of the debts they had taken on either during 
recruitment, prior to entering the scam operations or those 
imposed on them once inside. Many described varying 
point deduction systems for minor infractions.79 Failing to 
meet monthly scamming quotas resulted in spiraling “debts” 
that were owed to the operations. A Thai victim reported 
that scam management imposed steep financial targets of 
$9,500 per day to avoid fines, beatings, or even being 

“sold” to another compound with harsher conditions.80  
While most victims described receiving some wages, all 
those interviewed by UN Human Rights experienced a 
range of escalating deductions and none received the 
entirety of the promised salary.81

In some cases, in order to leave the compound, victims 
had to settle a “bill” purportedly to cover expenses for their 
recruitment and living costs; one victim was forced to pay 
over $3,000 before he was released, another was asked 
to pay $4,500.82 Victims and their families have also 
related being asked for large ransoms in exchange for their 
release, with one victim being asked to pay $30,000 and 
reports of ransom demands for as much as $100,000.83  
In order to pressure families to pay extortionate ransoms, 
traffickers would videocall family members to watch their 
loved one being tortured.

Sexual violence and gendered concerns 
Female victims described being subject to sexual abuse by 
compound operators and other workers84 and male victims to 
sexual humiliation as punishment for infractions.85 Survivors 
also reported being threatened with sexual violence and 
forced prostitution if they did not meet the scamming targets. 
Twelve women survivors released from scam compounds in 
Myanmar reported being raped and impregnated, while 
a pregnant Filipina survivor experienced physical violence 
and electrocution.86 Victims also described witnessing 
forced abortions in the compounds.87

Sexual violence against female and male victims had 
reportedly increased dramatically since 2024, with 
cases received by CSOs of sexual abuse and forced 
prostitution by the criminal syndicates, highlighting the 
particularly vulnerable situation of certain nationalities (such 
as  Ethiopian and Filipina women) to such abuse.88 An 
increasing number of male victims have reportedly been 
targeted by compound operators for sexual assault and 
violence; a victim from Thailand recounted being explicitly 
asked to provide sexual services in exchange for money.89

Independent research conducted by CSOs with 40 female 
survivors highlighted that even women who were not 
subjected to sexual violence faced stigma and stereotyping 
upon returning home, leaving many unable or unwilling to 
seek help.90

Post-release: Like “escaping a tiger only to meet a 
crocodile”91 
Most victims who manage to leave the compounds are not 
able to access effective and trauma-sensitive screening and 
identification procedures.92 As a result, victims described 
being subjected to police arrest as well as immigration 
detention immediately after their release for periods 
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ranging from days to many months.93 Some also described 
inadequate conditions in police stations and immigration 
detention centres where they were held prior to relocation, 
including crowded and unsanitary conditions and lack of 
sufficient or adequate bedding. Others spoke of being 
subject to extortion in police or immigration detention.94

Victims reported receiving a range of immigration penalties 
in addition to detention including steep overstay fines, re-
entry bans and being blacklisted from entering the country 
to which they had been trafficked, in some cases even 
after having cooperated with prosecutions.95 In contrast, 
some victims described being involved in protection 
screening interventions. One victim from Myanmar who 
was rescued from a centre in the Philippines was housed in 
a safe location while waiting for the court proceedings.96 
Others were able to access screening in Thailand through 
its National ReferralMe chanism (NRM) and receive 
official recognition as victims of trafficking, thereby lifting 
immigration penalties.97 However, even individuals who 
were identified as trafficked persons were often left on 
their own to arrange and finance their return home without 
compensation or support.98

For victims who were unable or unwilling to return to their 
home countries, including those who feared persecution or 
other serious human rights violations, there appeared to 
be few available protection pathways including access to 
asylum, protection on human rights or humanitarian grounds 
or third country resettlement.99

On their return home, victims could be faced with 
administrative penalties for irregular migration or criminal 

penalties related to the crimes they committed as a direct 
consequence of being trafficked.100 Many described 
patterns of disbelief and suspicion that characterized their 
interaction with authorities in their home countries after 
their return. CSOs in Thailand reported assisting some 34 
victims who had been arrested and detained – sometimes 
for years – on criminal charges following their release 
from scam centres. In July 2025, the Chiang Rai Provincial 
Court cleared eight of the victims of charges including 
involvement with a transnational criminal organization, 
human trafficking, cyber-crime, and unlawful detention.101

While in the compounds, some victims related being forced 
to become “money mules” and to open bank accounts 
or provide details of their existing accounts that are then 
used by the syndicates to conduct financial fraud.102  
Experts also observed that victims whose bank accounts 
were compromised faced being barred permanently from 
accessing banking services.103 A Thai victim who was 
forced to operate as a “money mule” related how even after 
she was rescued from the compound, she faced criminal 
charges related to the fraudulent activity on her bank 
accounts and described feeling as if she were “a floating 
house” – unstable and without security.104

Upon their release, many  victims recounted feelings of shame 
for having been in the compounds and their reluctance to 
speak of their ordeal with friends or family stating that what 
they had done was “nothing to be proud of”.105 Many spoke 
of financial struggles and unemployment, exacerbated by 
the need to repay debts taken on at the beginning of their 
migration or those they had to pay to the compound owners 
in order to secure their release. Some were considering 
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Figure 2: Post-release immigration penalties reported by victims

migrating away from their home countries – in quantitative 
research for this report 70 percent of survivors expressed a 
desire to migrate again following their return from the scam 
operations.106

Others described struggling with complex mental and 
physical trauma. Many had depression, anxiety, post-
traumatic stress disorder (PTSD), nightmares and severe 
insomnia on their return.107 While some victims were able 
to receive mental health support provided by CSOs or UN 
entities, it is evident that the majority of returnees have 
been left on their own without access to adequate – or 
in many cases, any – psychosocial rehabilitation services. 
One survivor shared that they had contemplated suicide on 
their return, another that he feels he has “lost a significant 
part of [his] life.”108 Male victims were less likely to self-
identify as victims while gender-responsive support was 
unavailable to most victims. Many spoke of facing stigma 
and hostility upon their return including being estranged 
from their family and stereotyped as criminals.109 Victims 
also described struggling with physical health issues; one 
woman who had managed to return to Viet Nam was 
suffering from tuberculosis (TB) as a consequence of the 
unsanitary conditions she experienced in the compound.110

Upon their return, victims recounted being contacted 
by the intermediary who had first recruited them and 
fearing reprisals. A Bangladeshi survivor described being 
threatened by the broker who was from his community 
and still living there when the victim returned, while others 
related receiving threats from recruiters when they came 
home.111 Victims also described facing threats and reprisals 
from debtors when they were unable to repay often 
substantial sums they had borrowed to finance their travel 
or their release.

Collusion and corruption
In the context of the regional scam operations, there have 
been noteworthy warnings by human rights experts about 
widespread corruption and impunity, where criminal 
syndicates are benefiting from collusion with government 
officials, politicians, local law enforcement, and influential 
business figures.112 UN Human Rights has described 
corruption as being “deeply entrenched in the context 
of these lucrative operations.”113 UNODC has similarly 
described scam operations in the region as being “at the 
heart of the intersection between corruption, cybercrime 
and organized crime”, noting specifically that “large-scale 
scam centre operations could not exist without some official 
complicity”.114 Corrupt practices included enabling the 
scam operations through action or inaction and benefiting 
(directly or indirectly) from the revenues generated through 
the operations.

In their testimony, victims related observing practices 
that may point to collusion in trafficking by immigration 
officials; including being picked out of or fast-tracked 
through immigration lines by officials who appeared to 
alert traffickers to their presence. Multiple victims described 
being met on arrival before immigration, directed to specific 
immigration lines and physically accompanied through the 
immigration process.115 One victim was ushered through 
immigration at the airport in his origin country despite 
having an emigration restriction on his passport; when he 
arrived in the destination country the border official guided 
him to the recruiter.116

Victims described witnessing law enforcement officials 
entering the compounds while they were detained there, 
often receiving payments from the compound managers and 
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in some cases observing that police officers had themselves 
taken possession of victims’ passports.117 Survivors were 
told by the compound operators that they were “paying 
[the police] money” which deterred them from lodging 
official complaints. Reports as well as testimony received 
by UN Human Rights indicated that compound operators 
were alerted in advance to law enforcement raids or 
other monitoring activities that were being planned by 
the authorities, with survivors describing being moved to 
other buildings in the compound or to other operations both 
within and outside the country, as well as being forced to 
cease operations and remain hidden for the duration of the 
raid or inspection.118

Victims also reported being subject to corruption and 
extortion upon their release. One victim was asked by 
police officers who removed him from the scam centre to 
pay $100 for transportation and a further $100 to make 
a phone call.119 Another victim reported being threatened 
with criminal penalties for irregular entry by officers in 
the immigration detention centre.120 Yet another survivor 
recounted that during the rescue process, a police translator 
instructed him to write a statement declaring that no abuse 
or beatings had occurred while he was in the compound.121

Impunity and restrictions on civic space 
Countries in which scam centres operate have traditionally 
seen themselves as places of origin of trafficked persons 
rather than destination countries where the violations 
take place. Transit countries and countries of origin have 
struggled to understand the nuances of a relatively new 
and little-known form of trafficking. In this context, building 
the technical capacity and summoning the political will 
to ensure effective governance and protection measures 
have proved challenging. Trafficking in persons for forced 
criminality continues to be absent as an offence in most 
counter-trafficking laws and regulations in the region and 
there is a widespread lack of comprehensive and effective 
prosecution of perpetrators.122 Some preventive measures 
taken by countries of origin, such as restricting tourist 
visas and other barriers to freedom of movement, shifted 
trafficking pathways to more dangerous modes and routes.

Relatedly, concerns have been raised in relation to limitations 
on freedom of expression and shrinking civic space in 
affected countries. Restrictive regulations governing civic 
space and fears of reprisal for working on issues considered 
sensitive by Governments have had a chilling effect on 
civil society’s ability to work on trafficking in the context of 
scam operations. Such gaps hamper victim assistance and 
protection efforts including access to justice, in addition to 
punishing whistleblowing and preventing public exposure 
of scam operations and related concerns.123 Investigative 
journalists have been charged with incitement and 

journalists and other public figures have been targeted by 
Strategic Lawsuits Against Public Participation (SLAPPs).124 
Recent sweeping cuts in development funding leading to 
the closure of independent media outlets in the region has 
furthered hindered efforts to investigate and report on scam 
operations.125

Misuse of digital technology
The exploitation of digital technology is a central feature 
of the business model of scam operations in the region.126 

Reports indicate that criminal syndicates have created 
stable networks consisting of vast physical and internet 
communication technology (ICT) infrastructure in the 
region. While an understanding of the intersections of 
digital technology and trafficking remains limited, reports 
indicate that there is a wide and growing use of Artificial 
Intelligence (AI) across scam operations; for generating 
scripts and multilingual content, identifying scamming 
targets, producing deepfakes for impersonation purposes, 
and facilitating money‑laundering. Even as scams often 
necessarily involve direct human interaction with targets, 
their infrastructure is increasingly driven by automation.127   
Evidence also indicates that criminal actors are deploying 
AI models to scrape social media platforms in search of 
individuals who display indicators of financial difficulties 
or employment-related distress, in order to exploit these 
vulnerabilities for fraudulent recruitment.128 Through 
removing linguistic and cultural barriers, AI enables 
traffickers to reach a wider pool of potential victims. Experts 
have noted that recruitment using deception and coercion 
via digital platforms is likely to be the most common usage 
of generative AI by traffickers.129

Social media has been reported as a primary pathway for 
recruiters to communicate with victims. Facebook was the 
most widely used platform, with victims also reporting using 
TikTok, YouTube, Snapchat, Instagram, Xiaohongshu, Zalo, 
Viber and WeChat. Victims reported contact being made 
with recruiters who had posted jobs on regular employment 
groups on these platforms.130 Recruiters typically shifted 
conversations from public posts on social media to 
messaging apps such as Telegram, WhatsApp, Signal and 
LINE or country-specific platforms like Yellow in Viet Nam 
that use end-to-end encryption. 

Civil society groups and victim advocates have reported 
challenges in using social media to warn communities about 
scam operations, alleging that lack of adequate content 
moderation and unbalanced algorithms can result in the 
removal of accounts set up to disseminate counter-trafficking 
messages while traffickers continue to exploit social media 
to recruit victims.131 A lack of content moderation expertise 
in local languages and inability to reach competent human 
reviewers to contest decisions have also been reported.132
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Searching for solutions through a prevention 
lens 

The search for an effective response to cyber scam 
operations in South-East Asia represents a good example 
of what is known as a “wicked problem”133 which lacks 
both clear definitions as well as readily achievable 
solutions at national, regional and global levels. The 
sheer number of stakeholder groups involved renders the 
problem incredibly complex to describe and delicate to 
address effectively. These include transnational criminal 
syndicates, law enforcement and criminal justice actors, 
local and central governments, armed groups, civil 
society actors, international organizations and a range of 
individuals who have been trafficked or otherwise entered 
into the compounds to perpetrate the scams. Adding to the 
complexity are the deep roots of scam operations in socio-
economic and governance concerns in the region including 
inequality, corruption, impunity, deficits in civic space 
and weak digital regulatory regimes. One expert noted 
the difficulty of being able to address the issue accurately 
“because we’ve never seen the whole picture at once.”134

In such a complex and evolving context, centering the lived 
experience of victims is a critical diagnostic tool as well 
as an important normative principle. From the prevention 
perspective, behavioural insights can help to answer this 
crucial question: two years after the alarm was first raised 
globally, why are people continuing to be recruited into 
cyber scam centres in the region? In other words, how can 
the issue of recruitment into these operations be understood 
through a behavioural lens with a view to prevention.  

Using behavioural science
Understanding and addressing human behaviour plays an 
integral role in effecting critical human rights change. In 
its practical application, behavioural science can be used 
to identify what drives people’s decisions and behaviours 
(“why people do what they do”) rather than relying on 
assumptions of how people should or would act.135

Figure 3: COM-B model, adapted by UN Human Rights from Michie, S., Van Stralen, M. M., & West, R. (2011). 
The behaviour change wheel: A new method for characterising and designing behaviour change interventions. 
Implementation Science, 6(1).
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One explanatory framework widely used to generate 
behavioural insights is the Capability, Opportunity, and 
Motivation Model of Behaviour (COM-B model)136 which 
suggests that for a particular behaviour to occur, three 
essential components are required:

•	 Capability is defined as the individual’s 
psychological and physical capacity to engage 
in the activity concerned. It includes having the 
necessary knowledge and skills. 

•	 Motivation is defined as all those brain processes 
that energize and direct behaviour, not just goals 
and conscious decision-making. It includes habitual 
processes, emotional responding, as well as 
analytical decision-making. 

•	 Opportunity is defined as all the factors that lie 
outside the individual that make the behaviour 
possible or prompt it. 

A key foundational insight of behavioural science is that 
behaviour is largely shaped by context, including social, 
economic, normative or environmental cues. Integrating 
behavioural insights into trafficking prevention efforts 
offers significant potential to strengthen existing policy and 
protection frameworks.

Bringing in systems analysis
At the same time, behavioural science alone may not offer 
complete answers to the complexity inherent in the “wicked 
problem” of cyber scam operations in South-East Asia. 

Trafficking into forced criminality in the region is a 
complex and deeply entrenched issue, involving multiple 
and diverse stakeholders, rooted in pervasive structural 
protection gaps and enabled by constraining social norms 
and stereotypes.137 While behavioural insights reveal why 
individuals make certain choices, looking at the issue from 
the perspective of the system shows how those choices are 
themselves constrained and embedded in larger structures. 

In order to address the complexity of abuse and 
exploitation within the scam operations at a systemic 
level, counter-trafficking responses need to include but 
also go beyond individual level interventions – targeting 
individual perpetrators or providing immediate support to 
survivors – and seek at the same time to significantly alter 
the structural, social, political and economic components 
of the larger system that enables and perpetuates human 
rights abuses and violations. These components include 
migration governance systems, macroeconomic and labour 
market dynamics and digital regulatory regimes.138 Systems 
analysis can therefore help to understand how behaviours 
are produced, shaped, reinforced, constrained and 
sustained in the broader context, allowing the identification 
of leverage points for effective intervention.139

Recruitment 
This search to understand the systems within which the 
scam operations exist necessarily leads to an inquiry into 
the broader context of labour migration in the region. Every 
year millions of workers migrate within and across borders 
in Asia in search of employment opportunities that promise 
higher wages and more favorable horizons than they have 
access to at home. In a global context of accelerating 
economic inequality and fragile job creation as well as 
slowing growth and high debt burdens, young people in 
countries around the world are increasingly trapped in 
cycles of unemployment and underemployment. 140

In testimony received from survivors, one woman from the 
Philippines described losing her job during the COVID-19 
pandemic and applying to more than 100 openings without 
success, until she received an immediate response from what 
turned out to be a scam operation.141 Another survivor from 
Myanmar was also laid off during the pandemic and returned 
home to help his parents who owned a tourism business and 
were deep in debt. “I was carrying the whole family on my 
shoulders,” he explained.142 A Bangladeshi survivor recalled 
earlier attempts to migrate overseas, recounting experiences 
of fraud by licenced recruitment agents who took money 
for employment offers that never materialized.143 Facing 
stagnating prospects at home, many seek to move away to 
urban areas or across borders in search of more stable jobs, 
decent work and aspirational incomes.

The next section looks broadly at recruitment into labour 
migration in the region and then details some trends related 
to recruitment into scam operations. While it is difficult to 
draw universal conclusions about the recruitment strategies 
deployed by scam operations, parallels with recruitment into 
labour migration hold important lessons from a behavioural 
systems lens.

Labour migration pathways 
Recruitment into labour migration in Asia, particularly 
within low- and medium-waged sectors, usually takes place 
through the following routes: 
(a) direct recruitment through online or offline job sites;
(b) use of official government employment services; and 
(c) engagement of private intermediaries that include 
licensed recruitment agencies as well as social networks.

The process of labour migration recruitment is complex and 
often opaque, leaving aspiring migrants wholly dependent 
on multiple layers of private recruitment agencies, brokers 
and other intermediaries to provide them with necessary 
information associated with overseas employment such as 
the existence of job opportunities and support for travel, 
work and residence visas. Migrants seeking employment 
abroad are at risk of deception about the job and workplace 
conditions from employers and intermediaries.144
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Private recruitment plays a dominant role in labour 
migration pathways to and within Asia. A study conducted 
by the International Trade Union Confederation (ITUC) 
on recruitment practices in Bangladesh, for example, 
found that as many as 78 percent of migrants first heard 
about their job through an informal intermediary sub-
agent in their home areas. Reporting data from a survey 
of 1,200 migrant workers in Thailand from Cambodia, 
Lao PDR, and Myanmar, the ILO noted that slightly more 
than one fifth migrated through a non-registered broker.145 
In another survey, over 50 percent of respondents from 
the Philippines and 36.2 percent of migrant workers from 
Viet Nam reported migrating through private recruitment 
agencies.146 At the same time, laws and policies regulating 
the establishment and management of recruitment agencies 
have been reported to lack effective safeguards.147

The role of technology in facilitating labour migration 
recruitment is well established and growing in the region 
and beyond, with an ever-increasing amount of “migrant 
technology” solutions being developed to impact 
the recruitment space and to re-balance information 
asymmetries, as well as increasing pressure on the 
recruitment industry to digitize.148 It has been noted that 
in some sectors and countries, the use of internet platforms 
has overtaken traditional methods of job brokering as 
the primary mechanism for the recruitment of migrant 
workers.149 At the same time, human rights concerns tied 
to labour migration recruitment through online platforms 
mirror longstanding issues in offline recruitment such as the 
proliferation of deceptive or misleading job postings as 
well as lack of transparency, accountability and regulation, 
which are amplified by the scale, speed, and opacity of 
digital systems.

It is important to note in addition that, given the opaque 
nature of migration governance in the region and beyond, 
migrants may not actively seek out officially sanctioned 
migration pathways or approach formal remediation 
mechanisms, fearing that this may increase their risk of 
being subjected to penalty, corruption and/or intimidation 
by frontline authorities and therefore preferring to put their 
trust in informal pathways. To add another constraining 
contextual factor, particularly in the case of countries that 
have not traditionally hosted significant migrant worker 
populations, are long-standing concerns of weak labour 
oversight mechanisms in the region including insufficient 
inspection capacity, gaps between law and practice, large 
informal workforces, and fragile worker voice and remedy 
mechanisms.150

While it is important to underline that the pathways into the 
scam compounds of South-East Asia lead not into labour 
migration but instead into trafficking and exploitation, it is 

clear at the same time that aspiring migrants may be unlikely 
or even unable to distinguish easily between the two.151 
Where precarity is entrenched in recruitment pathways 
that are overwhelmingly informal or otherwise unregulated, 
people – especially young people – who feel compelled 
to leave their homes in search of opportunities are at high 
risk of predatory and fraudulent recruitment practices both 
offline and online. 

Recruitment into scam operations
This section will describe the recruitment process into scam 
compounds, including as related by victims in their testimony. 
In addition to the pathways described below, reports also 
indicate that individuals inside scam compounds were 
pressured to lure new recruits in exchange for the possibility 
of release or a financial reward.152 One Vietnamese 
survivor described being told that he could earn $300 – 
500 for recruiting a new person into the compound.153 
Another survivor described announcements being made 
during “morning assemblies” of incentives of up to $2000 
for each person recruited, while a third was told that in 
order to leave the compound he had to recruit two people 
to take his place.154 Others were coerced into participating 
in “marketing materials” that were later used for recruitment 
purposes; one survivor from Bangladesh was filmed in a 
recruitment video and later learned that it was this video 
that had persuaded other Bangladeshi victims to accept the 
fraudulent job offer.155 Additionally, it is important to note 
that some reports have also been received of victims simply 
being abducted or kidnapped into the operations.156

Who is being recruited?
Reporting of the issue in earlier years suggested recruiters 
sought mostly highly educated victims who were multilingual 
and drawn into skilled technology-facing jobs. Research 
undertaken for this report reveals a more nuanced picture 
and indicates that victims came from diverse educational 
backgrounds: five percent of survivors reported having only 
primary education, 21 percent secondary education, 16 
percent some college, and 58 percent a graduate degree. 
This aligns with expert observations that recruitment has 
increasingly diversified to include individuals from both 
lower- and higher-education backgrounds, originating from 
rural and urban areas, and across a spectrum of professional 
backgrounds. Challenging the assumption that all or most 
victims are highly educated, one expert explained, “We 
have spoken to many survivors who don’t even know how 
to use a phone.”157

The majority of survivors described facing acute socio-
economic pressures which led them into fraudulent recruitment 
pathways – including to pay off familial debts, send 
children or siblings to school and afford medical treatment 
for elderly parents.158 Widespread financial downturns in 
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the context of the COVID-19 pandemic left many people 
without jobs or underemployed in sectors that did not offer 
adequate remuneration.159 In quantitative research, at the 
time of their recruitment, 47 percent of survivors were either 
unemployed or employed part-time while 74 percent were 
actively searching for better opportunities.160

Under this pressure, individuals felt they had few options 
when making the recruitment decision; one victim from 
Myanmar recalled wondering to himself as he decided on 
the job offer; “What is there to lose?”.161 In quantitative 
research, the promised salary emerged as the most 
persuasive factor influencing victims’ decisions to accept 
a job. Two-thirds of survivors (68 percent) reported that the 
promised pay was “the most important” or a “very important” 
factor in their choice.162 A secondary critical motivator was 
the desire to leave their current circumstances; more than 
half (53 percent) ranked this as important, most often citing 
a lack of financial opportunities at home as the reason. A 
survivor from South Africa noted that her financial situation 
meant that, even if she did not want to, she “had to be 
brave enough to go abroad”.163

Recent trends indicate that recruiters are pivoting to target 
groups in particular situations of vulnerability. Recruiters 
operating from within Yangon, Myawaddy and the Golden 
Triangle SEZ in Lao PDR are reportedly targeting Myanmar 
nationals fleeing conflict and destitution.164 A victim from 
Myanmar, who was unemployed and in hiding after joining 
the Civil Disobedience Movement (CDM), reported that he 
took a job offer in Shwe Kokko even after learning that it was 
a scamming job as it was his only option.165 Other victims 
were from ethnic or religious minority groups in their home 
countries, which added an additional layer of vulnerability 
to their experience, particularly when they were unwilling 
or unable to return to their home countries.166 Children from 
these minority groups, some as young as fourteen, were also 
targeted.167 One expert noted that trauma among displaced 
and crisis-affected populations can affect decision-making 
and risk assessment, causing individuals to act in ways that 
may seem irrational.168

Why are people being recruited? 
Trust emerged as a key consideration in explaining why 
victims chose to embark on the recruitment pathway into 
scam operations. The issue of trust is critical in the context 
of recruitment more broadly, particularly because low and 
medium-waged labour migration in the region often involves 
uncertainty, risk, and limited access to reliable information. 
As one expert noted “People will continue despite red flags 
if the opportunity is encouraged by a trusted friend or family 
member.”169

Figure 4: Relationship with recruiter reported by victims

In quantitative research, nearly three-quarters of victims 
reported being recruited through the actions of a trusted 
source – i.e. 37 percent of victims were recruited by 
someone that they knew personally and trusted, while 
another 37 percent were first alerted to the job through 
someone that they trusted. In a separate mixed-methods 
study based on the testimonies of 62 survivors of scam 
operations, 79 percent of respondents similarly said 
they found the job through acquaintances.170 An expert 
described the increasing use of female recruiters in scam 
operations, noting that they tended to be trusted more than 
male recruiters.171
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Of the victims who knew their recruiter personally, 67 
percent said they had a complete or very high level of trust 
in the person. Trusted recruiters included family members, 
childhood friends, co-workers, community acquaintances 
or newer connections built online through social media 
or gaming platforms. In some cases, the recruiter had 
previously provided legitimate labour migration advice or 
even regular opportunities to the victim.172 In others, private 
recruitment agencies – usually operating informally but 

Figure 5: Trust in recruiter reported by victims also including licensed agencies – have been complicit 
in recruiting victims into scam operations.173 Following his 
release from Myanmar’s KK Park compound in February 
2025, one victim launched a successful legal challenge 
in Kenya’s Employment and Labour Relations Court against 
the recruitment agency that had fraudulently promised him 
a customer service position in Thailand.174 

Victims who were recruited through job postings on 
social media described having confidence in the postings 
because they were first shared by trusted sources – where 
the source was unaware of the true nature of the job offer. 
One Thai woman, for example, said her partner forwarded 
her a Facebook post advertising employment in a restaurant 
job. A friend who was regularly employed in Cambodia 
confirmed the recruitment process outlined by the scammer 
as similar to her own recruitment process, thereby increasing 
the trust the victim had in the offer.175

Sometimes, however, the trusted source was aware that the 
job offer was fraudulent. A survivor from Bangladesh, who 
was working in Dubai’s hospitality sector, was recruited 
into a scam compound by his roommate.176 Another survivor 
from India was recruited by a friend from his village whom 
he had known for five years. The friend video-called him 
to show him the office where he ‘worked’ and assured the 
survivor that the job would enable him to provide for his 
disabled father.177 One victim was recruited by her sister; 
after escaping, the survivor chose not to report her sister 
fearing it would destroy her family.178
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Choosing to take up the offer together with others also 
increased confidence in the decision to migrate and created 
a sense of security and trust.179 One survivor from South 
Africa explained that she felt reassured because a neighbor 
from her community had applied for the same job and 
traveled with her.180 Another survivor from Viet Nam trusted 
her recruiter – a former co-worker – who even accompanied 
her during the first leg of the journey.181 A survivor from 
India traveled alongside a friend from his village and others 
from his country,182 while a Thai survivor reported that a 
crucial factor in his accepting the offer was that his friend 
had also been recruited and would accompany him to the 
workplace.183

How are people being recruited? 
In quantitative research, just over one-quarter of survivors 
reported receiving job offers after a “cold” employment 
search on social media where there was no personal 
involvement of someone they trusted. In these cases, 
victims described the confidence they developed in the 
process because of seemingly professionalized recruitment 
procedures; including multi-stage interviews,184 employment 
“tests”,185 requests to submit official documents,186 prompt 
and frequent communication and receiving videos that 
purportedly showed a decent workplace and satisfied 
employees.187 A survivor from Sri Lanka recalled being 
asked to submit videos testing his spoken English and typing 
skills,188 another survivor from Bangladesh was asked to 
attend an interview via Zoom where he underwent tests 
on his typing speed.189 Both before and after entering the 
compounds, victims described interacting with – often large 
– “Human Resources” departments.190 

In each case, the jobs advertised were familiar and 
aligned with the aspirations of the victims.  They included 
professional positions with a high degree of specialized 
knowledge such as computer programming or language 
interpretation as well as more generalized roles including 
sales and marketing positions, restaurant and hospitality 
work, amorphous roles in “administration”, porters and 
drivers. Recruiters also persuaded victims by offering a 
range of attractive offers – lucrative trading opportunities,191 
promises of a sponsored work-and-study program,192 an 
investment scheme for cashew cultivation,193 or a paid 
sightseeing trip.194 Job offers were often complemented by 
appealing benefits packages including coverage of travel 
expenses.195 At the same time, experts suggest that criminal 
syndicates have learned that unrealistically high salaries 
might alert potential victims and have adjusted the promised 
remuneration to the job profile.196

Victims expressed that they were persuaded by the 
availability of short-term flexible contracts with built-in trial 
periods and the freedom to leave at any point. One victim 
from South Africa was told she could quit within three 
months without penalty.197 Another victim from Zimbabwe 

was offered a six-month contract with the promise that it could 
be extended or he could leave if he did not like the job.198 

Recruiters also frequently sought to create a sense of 
urgency, pressuring victims to make quick decisions that 
left little time for reflection or verification. Experts observed 
that victims were told they must decide immediately, with 
promises such as guaranteed visas if money was transferred 
quickly, or constant approaches by recruiters until a 
commitment was made.199 In some origin countries, victims 
reported that after the job opportunity was introduced 
recruiters demanded that they depart within days.200 One 
victim recalled being pressured to resign from his current 
employment by the recruiter and afterwards feeling he had 
no choice but to carry on with the offer. His family had 
mortgaged their farm and pond and taken out a bank loan 
to provide the $3,000 fee to the recruiter, adding to the 
pressure on him.201 Recruiters often facilitated victims’ travel 
as an incentive to accept job offers. They frequently arranged 
flight tickets and travel to the airport and persuaded victims 
to leave quickly, including on “cheaper and quicker” tourist 
visas, sometimes with false assurances that these would 
later be converted into work permits.202 In one case of a 
child victim, the recruiter forged an identification card  with 
a different name and date of birth so that the victim was 
able to leave the country unaccompanied.203 

Recruiters often appeared to befriend victims, sometimes 
offering emotional support or even bringing in their own 
family members to build trust. One survivor from Viet Nam 
described how two individuals spent 3-4 months frequenting 
the restaurant where he worked, claiming to be from his 
home community. After gaining his confidence, they offered 
him a “restaurant job,” which led to his sale into a scam 
compound.204 In another case, a victim from Myanmar was 
introduced to the recruiter’s mother who falsely reassured 
both the victim and his brother that her daughter (the recruiter) 
was paid well and satisfied with the job.205 

Using the COM-B model, it is possible to 
outline how each component of the framework 
is activated along the recruitment pathway that 
leads victims into scam operations: 

•	 capability is enhanced through 
seemingly professionalized processes 
and advertising familiar job roles;

•	 opportunities are leveraged through 
the exploitation of socio-economic 
pressures/unemployment and trusted 
networks; and 

•	 motivation is shaped through 
manufactured social proof and the 
targeting of at-risk populations. 
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Preventing recruitment into scam operations

Prevention interventions in the counter-trafficking context are 
often heavily weighted towards public awareness campaigns, 
often on the assumption that “more information” is a silver 
bullet.206 Raising the awareness of potential victims about the 
risks associated with trafficking – so that more people know 
about the existence of scam operations or their recruitment 
methods for instance – is undoubtedly an important element 
of prevention strategies.207 In quantitative research for this 
report, it was found that overall awareness of the existence of 
scam operations was low; 79 percent of victims (who came 
from multiple regions) reported that before being trafficked 
they did not know scam compounds existed. One survivor 
from India reported that not only did he not know about scam 
operations, he was also not aware in which country his final 
destination was actually located.208 

Behavioural insights
Understanding how and why people make decisions can 
help explain why they make what could be considered 
unexpected or undesirable choices. At the same time, in 
the absence of grounded insights into actual behavioural 
drivers, overconfident assumptions about information 
provision risk rendering prevention strategies ineffective 
or even counterproductive.209 A behavioural lens is 

Research has shown that human behaviour is 
not simply the result of deliberate reasoning. 
People tend to rely on mental shortcuts 
(“heuristics”) and intuitive, automatic and 
often unconscious processes to simplify and 
accelerate decision-making. This can sometimes 
lead to errors in judgement (known as biases). 
Cognitive biases affect the way people think 
and can prevent them from taking what would 
customarily be considered rational decisions. 
Common cognitive biases that are relevant in 
the specific context of recruitment into scam 
operations include

•	 confirmation bias (the tendency to seek, 
interpret, and remember information in 
ways that confirm pre-existing beliefs);

•	 sunk cost effect (the tendency to continue 
an endeavor, or continue investing in a 
decision, because of previously invested 
resources);  

•	 information avoidance (where people 
tend to avoid seeking out information 
when they expect it to be unpleasant); 
and

•	 overconfidence bias (the tendency to 
overestimate one’s abilities, knowledge, 
or control over situations).210

particularly useful in the context of counter-trafficking 
policy and practice where unexamined assumptions can 
play an oversized role and may unintentionally weaken 
the effectiveness of prevention interventions. Traditional 
counter-trafficking approaches may also focus primarily or 
even solely on shutting down criminal networks and, while 
undeniably important, responses that concentrate only on 
prosecution may fail to embrace a holistic perspective, 
including understanding how cognitive biases and structural 
pressures render individuals susceptible to being trafficked 
in the first place. 

In research for this report, of those survivors who were aware 
scam operations existed, some were only aware of them 
in very nebulous terms and many believed they would not 
personally be at risk.211 One Vietnamese victim admitted he 
had heard rumors about compounds but dismissed the risk 
because he had heard they only existed outside his country 
and the job he was offered did not require him to leave 
Viet Nam.212 A victim from China recalled that during her 
passport application she was required to sign documents 
warning of trafficking risks in Myanmar, Cambodia, and 
Thailand – but she signed these without reading them 
and did not interpret the warnings as relevant to her.213 
Even in cases where red flags may have appeared in the 
recruitment process – such as being offered inflated salaries 
or not being required to provide education certification 
– they were dismissed or ignored by victims.214 As one 
expert explained: “People are aware [of the risks], but the 
temptation of a well-paying job overseas is strong… they tell 
themselves they can try it, and if it doesn’t work, they can 
always come back. But once inside, they lose control.”215 

Seen through a behavioural lens, it emerges that effective 
prevention responses to scam operations would need to 
address all three COM-B components. The quantitative 
and qualitative research findings emphasize that structural 
socio-economic drivers, reinforced by cognitive biases, 
consistently override awareness barriers. Knowledge 
provision campaigns alone are therefore unlikely to produce 
effective changes in behaviour. While there may be a place 
for increasing capability through strategic awareness-raising 
interventions, more contextualized research is needed into 
where these messages should be delivered, who delivers 
them and what they should say.  
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At the same time, whilst scam operations currently exploit 
physical and social opportunities, these same contextual 
channels represent potential leverage points for disruption 
through policy, technology, and institutional mechanisms 
that change the environment of available opportunities. 
Such leverage points could include:

•	 increasing the availability and accessibility of safe 
labour migration pathways;

Figure 6: COM-B mapping of behavioural enablers that facilitate fraudulent recruitment into scam operations

Figure 7: COM-B mapping of behavioural barriers that could prevent fraudulent recruitment into scam operations.

•	 enhancing transparency and accountability in cross-
border recruitment through regulation and oversight; 
and 

•	 verifying job postings and flagging suspicious 
recruitment patterns on social media platforms.
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“I want to say that it is not a matter of being greedy or 
stupid. It can really happen to anyone.”216

A human rights-based response to trafficking places the 
rights, dignity, safety, and well-being of victims of trafficking 
and other human rights abuses and violations at its core. 
Such a response should be centered in the non-punishment 
principle, ensuring legislation and policy responses that 
prevent trafficked persons from being prosecuted, detained 
or punished for the irregularity of their entry or residence 
or for the activities they are involved in as a direct 
consequence of their situation.217 The brutality experienced 
by victims inside scam operations necessitates an urgent 
need for torture and trauma rehabilitation including medical 
care and psychosocial recovery measures. 

Essential elements of a human rights-based response 
include robust prevention measures that address root and 
underlying causes such as poverty, discrimination, gender 
inequality, and unsafe migration pathways, in combination 
with protection measures including early and accurate 
identification of victims and the provision of comprehensive 
protection and assistance, including safe shelter, medical 
and psychosocial care, legal aid, and opportunities for 
recovery and reintegration.218 A rights-based approach also 
calls for access to justice and effective remedies, including 
adequate compensation, while ensuring that the prosecution 
of traffickers upholds due process and does not re-victimize 
survivors. Such an approach rests on fundamental human 
rights principles of non-discrimination, access to information 
and the active participation of victims in shaping counter-
trafficking policies and programmes.219

This report makes clear that powerful behavioural enablers 
are facilitating fraudulent recruitment into scam operations. 
People in South-East Asia and far beyond are faced with a 
range of reinforcing individual and contextual factors which 
constrain the choices and decisions that are available to 
them, leading them into exploitation and abuse. Rather 
than facing disbelief, stigmatization and further punishment, 
victims require protection, care and rehabilitation as well 
as pathways to justice and redress. At the same time, the 
report has identified that scam operations are embedded 
within systemic weaknesses in the political economies of 
the region, including entrenched socio-economic inequality, 
governance coordination gaps as well as challenges 
related to collusion, corruption and impunity. 

Taken together, these insights lead to a behavioral systems 
change approach which looks at behavior not just as an 
individual choice, but as something that is also shaped 
by a system of actors, components and rules.220 Such an 
approach has much in common with human rights-based 
inquiry which seeks to understand systemic challenges 
and opportunities in the fulfilment of international human 
rights law and standards, centering rights-holders and 



identifying the obligations of duty-bearers to respect, 
protect and fulfil human rights. States, and where relevant 
other stakeholders, should seek therefore to improve victim 
protection measures, tackle corruption and impunity and 
enhance safe labour migration pathways while prosecuting 
organized criminal networks and ensuring cross-border 
enforcement, recognizing these as interconnected elements 
of a comprehensive and holistic solution rather than 
addressing each issue in isolation.

The comprehensive recommendations for a human rights 
response contained in the UN Human Rights briefing paper 
entitled Online scam operations and trafficking into forced 
criminality in South-East Asia: recommendations for a human 
rights response221 should continue to be considered and 
implemented by States, regional bodies such as ASEAN 
and AICHR, as well as private sector actors and other 
relevant stakeholders in regard to:

•	 guaranteeing human rights at the centre of anti-
trafficking responses including through legal 
frameworks which embed the non-punishment 
principle;

•	 implementing effective identification of victims of 
trafficking and other human rights violations and 
abuses;

•	 ensuring victim protection and access to effective 
remedies;

•	 enhancing rights-based governance of migration; 
and 

•	 establishing cooperation and coordination 
mechanisms in the region and beyond.

The following key messages, focused on protection 
and prevention, are offered to States and other relevant 
stakeholders to complement the guidance contained in 
the earlier report, in the spirit of seeking practical human 
rights-based responses. Prevention and protection efforts 
are mutually reinforcing; together they can enable early 
identification and assistance, empower victims and reduce 
the risk of re-trafficking. Much of this guidance has been 
informed by recommendations made directly by survivors in 
the context of UN Human Rights’ interviews.

Key messages

Protection 
States, and relevant stakeholders where applicable, should 

•	 Ensure that responses to trafficking for forced 
criminality in the region take place within the 
framework of international human rights law and 
standards, bringing in applicable domestic law 
where relevant such as anti-trafficking laws and 
legislation related to the prevention of torture. 

•	 Explicitly recognize forced criminality within anti-
trafficking laws and regulations and ensure access 

to justice including that victims are able effectively to 
appeal non-recognition decisions; access to urgent 
protection and referral to appropriate services 
should not be reliant on formal identification.

•	 Guarantee the non-punishment principle for victims 
of trafficking, including waiving penalties for 
criminal activities committed as direct consequences 
of trafficking as well as waiving immigration-related 
offences for victims, and building the capacity of 
front-line officials in this regard.

•	 Set up predictable and human rights-based 
cooperation arrangements between countries of 
origin, transit and destination, as well as UN entities 
and CSOs where relevant, to ensure timely, safe 
and effective rescue operations.

•	 Enable the access of independent human rights 
monitors including NHRIs, CSOs and UN entities 
to police and immigration detention centres as well 
as shelters and other holding places where released 
victims are located.

•	 Put in place accessible trauma-informed, victim-
centered individualized screening procedures in 
languages understood by the victims.

•	 Ensure that timely and secure pathways are 
available to victims with international refugee and 
human rights protection needs, including through 
guaranteeing the principle of non-refoulement and 
setting up support mechanisms to address risks of 
reprisals or re-trafficking. 

•	 Address through a protection-sensitive lens all 
situations in which people remain stranded 
in destination or transit countries and provide 
accessible referrals to consular assistance, health 
and social service providers.  

•	 Urgently set up physical, psychological and trauma 
rehabilitation support for survivors in countries of 
destination, transit and origin which should not 
be contingent on victims being required to reside 
in designated shelters. Ensure that this support 
responds to the needs of victims, including tailored 
mental health support and gender-responsive care 
for victims of sexual exploitation and abuse.

•	 Guarantee that, regardless of whether victims 
have had access to screening, identification and 
referral and support services in transit or destination 
countries, these should be made available to them 
when they return to their countries of origin.

•	 Ensure appropriate and accessible reintegration 
measures which are targeted to the types of abuse 
and exploitation suffered by victims, including 
providing legal aid, protection from threats and 
retaliations, as well as livelihood support.

•	 Provide effective access to rights-based criminal, 
civil and/or administrative remedies in countries of 
origin, transit and destination as appropriate.
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Prevention 
States, and relevant stakeholders where applicable, should 

•	 Resource and support trusted and community-based 
actors, such as survivor-led groups, CSOs and local 
health workers, where possible including the families 
of survivors, to take the lead on direct, grassroots 
outreach to individuals and groups considered at 
risk of trafficking into scam operations.  

•	 Ensure that, instead of generic warnings, awareness 
activities are accessible, concrete and available to 
communities through the media they access and trust. 
Ensure also that warnings and travel restrictions to 
risk areas are relevant, context-specific and enable 
time for reflection and do not result in blanket travel 
bans that push migration to unsafe routes.

•	 Strengthen knowledge on trafficking risks through 
relevant educational curricula, including a practical 
focus on indicators and identification of warning 
signs of trafficking into forced criminality. 

•	 Increase the availability and accessibility of safe 
labour migration pathways and enforce regulations 
and oversight on private recruitment agencies to 
ensure transparent, accountable and rights-based 

labour migration practices.
•	 Support concrete collaborative efforts between 

digital platforms, financial institutions, national 
authorities including law enforcement agencies, 
NHRIs and civil society actors including survivor-led 
groups in order to address the misuse of technology 
enabling trafficking into scam operations.  

•	 Strengthen efforts to combat corruption recognizing 
that human rights principles including transparency 
and accountability are essential components of 
successful and sustainable anti-corruption strategies 
and ensure due diligence in identifying and 
eradicating public sector involvement or complicity 
in human trafficking.

•	 Ensure that independent media, human rights 
defenders and CSOs working on various dimensions 
of trafficking into scam operations in the region can 
carry out their legitimate work free from interference, 
in line with international human rights standards.

•	 Continue multistakeholder efforts to understand 
and address the human rights implications of scam 
operations in the region through a behavioural 
systems approach.
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